n Getscreen

Glossary

This section explains the terms used in Getscreen.me. Terms are grouped
into remote access entities, system components, features, and the
account environment.
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1. Glossary

This section provides explanations of commonly used terms in the context of Getscreen.me software.

1.1 About Software

n Getscreen

Getscreen.me is remote desktop software that allows users to remotely access and control computers and mobile devices over the
Internet or a local network. It is designed for corporate network administration, technical support, and personal use.

Getscreen.me is developed by Point B Ltd, a private limited liability company based in Limassol, Republic of Cyprus. The Getscreen.me
trademark is protected under applicable intellectual property laws in the jurisdictions where it has been granted legal protection.

1.2 Terms Categories

For convenience, the terms are grouped into semantic categories. These categories correspond to the structure and terminology used across the
main user interfaces of the software:

* Remote Access Entities — the main participants and entities involved in the remote access process.

+ System Components — tools used to establish and manage connections to remote devices.

+ Connection — the process of connecting to remote devices to view and control their screens and use remote access tools.

+ Share Screen — an optional Agent App feature for one-time screen sharing with or without remote control via a generated link, without requiring
additional software installation.

- Permanent Access — an account section for managing linked devices and establishing unattended remote connections at any time.

+ Quick Support — an account section for establishing one-time remote connections through invitation links without configuring permanent access
or entering connection codes.

+ Team — an account section for managing a team of technicians, enabling collaboration and workload distribution for remote support and
administration.

+ Access Right System — a system for managing technician access to devices and device groups, including permissions for specific actions.
« Settings — an account section for configuring system elements and features related to remote access and its administration.
+ Security — an account section covering features related to account security and remote connection protection.

+ License — descriptions of the entities and components of the account licensing system.

1. Glossary
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2. Remote Access Entities

The main participants and entities involved in the remote access process.

2.1 Remote Device
— Remote Device is a computer device that is controlled remotely using remote access technology over the Internet or a local network.

A remote device can be a physical or virtual server, desktop computer, laptop, loT device, mobile phone, or tablet.

2.2 Technician
:. Technician is a user who controls a remote device while being physically located elsewhere.

A technician can be a corporate network administrator, a technical support specialist, or an individual user accessing their own devices remotely.

2.3 Connection
[ connection is a network session established between a Technician and a Remote Device to exchange data between them.

During a connection, control commands are sent from the technician to the remote device, while screen data from the remote device is transmitted
back to the technician.
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3. System Components

Learn about the key components of the system, including servers, applications, interfaces, and other elements used to provide and manage remote
access.

3.1 Server

Server — the central component of the system that establishes and manages connections between remote devices and technicians. It operates as a
web server and uses web protocols to exchange data between remote access participants.

3.2 Account

Account — a technician's user account on the server. Remote devices, invitations, connection history, team members, and other remote access
settings are associated with the account.

3.3 SaaS Server

SaaS$ Server — the cloud-hosted version of the server deployed on the getscreen.me domain and available for public use. It is administered and
maintained by the Getscreen.me team.

3.4 Self-Hosted Server

Self-Hosted Server — a version of the server designed to be deployed, operated, and maintained within the customer's own infrastructure. Learn
More

3.5 Agent Application

Agent Application — a desktop application installed on a remote device. It captures the device screen and transmits it to the technician, while also
executing commands received from the technician on the remote device.

The application is available for Windows, Linux, macOS, and Android.

3.6 Web Dashboard

Web Dashboard — a web interface for accessing your account, managing remote access settings, and connecting to remote devices directly from a
browser.

3.7 Dashboard Application
Dashboard Application — a desktop application for accessing your account that provides the same core functionality as the web version.

Remote connections are opened directly inside the application rather than in a browser, making it more convenient for extended work with remote
devices.

The application is available for Windows, macOS, and Linux.
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3.8 Dashboard Chrome Extension

Dashboard Chrome Extension — a Google Chrome extension that provides quick access to selected Dashboard features.

It is designed for fast access to remote devices and invitations while working with other websites and web-based systems. Remote connections are
opened in the browser.

3.9 Gateway Application

Gateway Application — a lightweight background utility without a graphical user interface. It is installed within a local network and acts as a gateway
between internal network resources and the server.

The application is available for Windows and Linux and can be used for the following purposes:

* Proxying connection traffic to improve data transfer performance
« Importing technician accounts from an Identity Provider using LDAP
+ Waking up remote devices using Wake-on-LAN

* Providing server access for devices located in isolated or restricted networks

getscreen.me 9 of 60
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4. Connection

4. Connection

This is an ongoing process of connecting a technician to a remote device, during which the technician can view and control the device screen and

use the available remote access tools.

4.1 Connection Window

Connection Window — the graphical interface of the window or browser tab in which a connection to a remote device is established.

4.2 Connection Participant

Connection Participant — a participant in a connection acting as a technician. Multiple technicians can join the same connection simultaneously for

collaborative work. Learn More

4.3 Connection Mode

Connection Mode — a mode for interacting with and managing a remote device. Mode selection is available for devices from Permanent Access or

Quick Support invitations.

® Demo
[ No group v
#1907063 / 525 1 971

212 .186, Cyprus, Nicosi...

Actions
System Info
Access

Chat

Comment

Settings

Notifications

Wake-on-LAN

Actions

Select the required action for the device

__

Screen Control
Screen mode with the ability to control the device mouse and keyboard

File Manager
Two-pane mode for convenient file exchange between local and remote devices

Terminal Mode
Command-line mode for connecting to a device without screen control

Reboot
Send a command to reboot the device

Lock/Unlock
Request to lock the system profile without connecting to the device

Wake-Up

4.4 Screen Control

Screen Control — a mode for controlling the screen of a remote device using a mouse and keyboard. Learn More
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4.5 File Manager

File Manager — a mode for managing the file system of a remote device, including uploading, downloading, and managing files and folders. The
mode uses a two-pane graphical interface for transferring files between the technician's device and the remote device. Learn More
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Copy file (BUILD.md)

Do you really want to copy the selected file to the following
directory?

\root\C:\Users\user

4.6 Terminal Mode

Terminal Mode — a mode for managing a remote device using the command line.

Connect to the screen [ < Copy Sh: i & |:| B Complete the connection

[Microsoft Windows [Version 10.0.22621.4317]
(c) Microsoft Corporation. All rights reserved.

C:\>powershell -Command "Get-Process"
WS (K) CPU(s) ProcessName

AggregatorHost
ApplicationFrameHost
backgroundTaskHost
blnsvr

ChsIME

cmd

conhost
CrossDeviceService
cSrss

cSrss

ctfmon
DefenderSessionHelper
dllhost

dllhost

dwm

explorer

fontdrvhost
fontdrvhost
getscreen

getscreen

getscreen

getscreen

Idle

1sass

M365Copilot

Memory Compression
MpDefenderCoreService
msdtc

msedgewebview2

=
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.
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0 - connection established
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4.7 Control Panel

Control Panel — a panel inside the connection window that provides various control functions and commands for the technician.

OB B0 0 = OGN BEYE X CEXN &0
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4.8 Video Channel

Video Channel — a channel for transmitting media data between the connection window on the technician's side and the Agent App on the remote
device. Learn More

4.9 WebRTC Channel

WebRTC Channel — the primary data transmission channel that uses WebRTC technology to establish a direct P2P connection. Learn More

4.10 WebSocket Channel

WebSocket Channel — a fallback data transmission channel that uses WebSocket technology to establish a connection through a proxy server. Learn
More

4.11 Connection History

Connection History — a history of all connections made by all technicians in the team.

4.12 Video Record

Video Record — a video recording of a specific connection. Video recording is available for different connection modes. Learn More
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5. Share Screen

This is an optional Agent App feature intended for one-time screen sharing, with or without remote control. The workflow is very simple: the running
Agent App generates a URL for connecting to the device. When the link is opened on another device, the connection is established automatically. No
application installation is required.

n Getscreen.me X

Share Screen Permanent Access

A

Grant Access to This Screen
Generate a link for connection and send it to your partner

Generate Access Link

How it Works?

® go.getscreen.me () = i

5.1 Share Link

Share Link — a one-time URL used to connect to a device. The link is generated automatically when the Agent App starts or manually using the
generation button. The generated link is valid for a limited number of minutes, and its lifetime can be customized in the team settings.
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Share Screen Permanent Access

Grant Access to This Screen
Send the link to your partner

@ https://go.getscreen.me/647-172-769-803 &

Copy to Clipboard

® go.getscreen.me ()

5.2 Share Code

5.2 Share Code

Share Code — the numeric part of the Share Link that identifies it. This code can be used when you want to share your screen with a technician
registered in the system. The technician can use it as an invitation code in the Quick Support section.

getscreen.me
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Connect by Agent Share Code (]

You can connect to the remote device using a temporary access
code generated in the agent application

One-time connection code:

One-Time Links and Codes

464-352-493-064
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6. Permanent Access

This is an account section and the corresponding device management mechanism for devices linked to a technician account and intended for
permanent unattended access and connection at any time. Devices are linked using the technician's email address. Connections are started from the
dashboard. It is intended for long-term administration of personal or corporate devices. Learn More
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[0 Permanent Access
&) Quick Support

a Team

E Journal

@ Settings

® Account

¥ Paid Version

getscreen.me

6. Permanent Access

Permanent Access i Add Remote Device E?, Group Management @
Full control over your remote devices

Devices Software Concurrent Connections /1

—
| |
- [
Install the agent application on Specify your account in the The button for connecting to a Control the remote device as if
the remote device application device will appear on this page you were in front of it

Add Remote Device

Permanent Access Explained

Interactive Guide to Installing the Agent App
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Share Screen Permanent Access

Device Administrator
Specify the administrator account to grant permanent access

enter administrator login

| agree to the Terms of Use and accept the Privacy Policy

Grant Access

Register Administrator Account

® go.getscreen.me ()

6.1 Device Card

6.1 Device Card

Device Card — the interface card for a device configured for permanent unattended access. It contains general device information, management
functions, settings, and connection options.

getscreen.me
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Actions
Select the required action for the device

—
Screen Control
® Demo Screen mode with the ability to control the device mouse and keyboard

[ No group v
#1963 / 525 971

212 .186, Cyprus, Nicosi...

File Manager
Two-pane mode for convenient file exchange between local and remote devices

Actions

System Info e Terminal Mode
Command-Lline mode for connecting to a device without screen control
Access P33
Chat
Reboot
Comment Send a command to reboot the device
Settings
Notifications Lock/Unlock
Wake-on-LAN < Request to lock the system profile without connecting to the device

Wake-Up

6.2 Group

6.2 Group

Group — an internal system entity used to group devices from Permanent Access for managing access permissions and Agent App settings. Learn

More

6.3 Group Manager

Group Manager — a tool for creating, deleting, and editing device groups.

getscreen.me
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Group Management
Combine devices into groups and give groups different settings and permissions

El =
K )

Set separate agent program settings Grant group access permissions to
for groups: file transfer, connection different operators and team
confirmation, etc administrators

Add Group ‘ Settings for All Groups

Do not show this message again

Group devices by type, location,
purpose, or other characteristics

Device Grouping

6.4 Group Policy

Group Policy — a set of group policies used to apply the same Agent App settings to a group of devices configured for permanent unattended
access. Settings applied through Group Policies take priority over settings configured through the app interface and cannot be changed from the
Agent App interface.
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6.5 Agent App Settings

Group Management

Combine devices into groups and give groups different settings and permissions

Groups: Agent App Settings Device Access Permissions Administrator Contacts Properties

Search by group The global agent settings for all tethered devices are inherited. You can override them for this group.
E All Override the settings for this group
BB Nicosia Settings:
Launch Application at System Startup
BB Lamaka

Non-administrator Setup
BB Limassol

Connection:

Disable Desktop Wallpaper

Permissions:
\z\ Mouse and Keyboard Control
\z] Screen Sharing
\z‘ File Transfer
\2\ Terminal Mode
(V] Audio Calls
\z‘ Input Lock and Black Screen

\;\ Unconfirmed Connections

Proxy server:
Add Group
Use a proxy to connect

Device Grouping

6.5 Agent App Settings

Agent App Settings — a set of Agent App settings that control which device access functions are allowed, such as the available connection modes.
Settings can be configured individually on each device through the app interface. They can also be applied through Group Policies. Learn More

getscreen.me
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n Settings X

Computer name:

Demo

Permissions Connection Application

Q Mouse and Keyboard Control @

@) screen Sharing (9

@D Audio calls @
Q Input Lock and Black Screen (?)
@) unconfirmed Connections (?)

Agent App Settings Save Cancel

6.6 Concurrent Connection

Concurrent Connection — the ability for one technician to connect to multiple devices at the same time. It is available only for devices configured for
Permanent Access. Learn More
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Concurrent Connections

Select the first device to connect at the same time. You can select the
following devices in the upper tabs

Screen Control File Manager Terminal Mode

6.7 Mass Deployment

Mass Deployment — the process of deploying the Agent App to multiple devices across a corporate local network. It uses command-line options
available in the Agent App together with specialized software deployment systems. Learn More
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Add Remote Device

Install Agent Application Mass Deployment Interactive Guide
To deploy the agent application in Active Directory, use MSI package or binary files for installation through RMM (Remote Network
Monitoring and Management) systems. To log in to your account, use the console commands.
Group the downloaded agent should be bound to:

No group v

( Q ) Windows (.exe) Windows (.msi) macOS Linux Android

Installation and authorization: recommended

getscreen.exe -install -register john.smith@gmail.com

Preset settings:

getscreen.exe -config "name='My Computer' language=en autostart=true nonadmin=true control=true fast acces
s=false file transfer=true audio_calls=false lock input=true disable confirmation=true auto wallpaper hide
=true proxy='socksS5://username:password@10.0.0.6:8080'"

Installation:

getscreen.exe -install

Authorization with an account:
getscreen.exe -register john.smith@gmail.com
Uninstallation:

getscreen.exe -uninstall

Launch service:

getscreen.exe -start

Stop service:

getscreen.exe -stop

Agent’s use of custom servers:
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7. Quick Support

This account section is used for one-time connections to remote devices without setting up permanent unattended access. Connections are created
through invitations, each containing a link to a one-time Agent App.

When the user launches the Agent App, the connection starts automatically — no connection codes or other identifiers are required. The Agent App
has a simplified interface designed specifically for quick technical support. Learn More

uick Support
n Getscreen Q - PP» c ) Create an Invitation *** Connect by Agent App Code » = ®
Connections via invitations for one-tim...

Active Invitations Invitation History
[0 Permanent Access
) Quick Support
Team
5 Journal
3 Settings G ﬂ
d ——
® [T Invite a Client -
L2
5 10 5 € N
. s o [
@j - "
¥ Paid Version 2 Create an invitation Send it to the client you want Your client accepts the Connection will be performed
to connect to invitation automatically

Create an Invitation

Quick Support for Instant Remote Help

7.1 Invitation

Invitation — an entry in the Quick Support section used to invite a specific client to establish a connection. An invitation can have a waiting-for-client
status or an active-connection status.
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Invitation

When a client runs the attached file from your invite, you'll be able to control their desktop. Send an invite to
your client and wait for them to join.

Client name (optional)

Invite Created

Send the Invite

Q
2]

Send an invitation email:

enter the client's e-mail address

or

Send the link by text message:
https://go.getscreen.me/invite/315214735

or

Ask your client to enter the code on the connection page or from a widget on your website:

315-214-735

3 Connection

Client is expected to join...

B3 Join in Advance ‘ () ‘ [ Cancel }

Quick Support for Instant Remote Help

7.2 Invitation Link

Invitation Link — a unique URL of the invitation page intended for sharing the invitation through text-based communication channels, such as email or
messaging apps.

7.3 Invitation Code

Invitation Code — a unique invitation identifier intended for sharing the invitation through voice communication. To open the invitation page, the user
can enter the invitation code into a dedicated public form or a preconfigured widget.

7.4 Widget

Widget — a form for entering an invitation code that can be embedded into any public website, such as the website of a company providing technical
support.
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Invitation Form Widget
If you contact your clients by phone, spell a numeric code instead of sending them a text link. Your clients can
enter a code either on the connection page or from a widget on your website.

Connection Page

Insert the page link into the footer of your website:

<a target="_blank" href="https://getscreen.me/join/">Quick Support</a>

Website Widget
Insert the widget code into a page of your website:
Embed HTML: Preview:

<iframe
style="width:400px;height:400px;border:0
none;"
src="https://getscreen.me/invite/widget?
‘token=feig Tl i il Tiinlien f c44264be231b41
625699dea5ba31ca7c10524958&v=28&preview=1">
</iframe>

Enter your invitation code:

I7) Copy HTML

Widget Application
If you have prior access to the client’s device, you can install a special widget app on it. When launched, the
app will accept an invitation code and start a quick-connect session.

Download Widget Application

7.5 Widget Embed Code

7.5 Widget Embed Code

Widget Embed Code — a fragment of HTML code used to embed the widget into a web page.

7.6 Widget Application

Widget Application — a special version of the Agent App that lets users enter an invitation code. It is used for Quick Support connections to regular

clients or devices without setting up permanent unattended access.

getscreen.me
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After the invitation code is entered, the application shows the invitation details and an acceptance button. Once accepted, it switches to Agent mode,
starts screen sharing, and allows the remote technician to control the device.
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getscreen.me

n Getscreen.me

Receive Support

Enter the invitation code you received from the technician

245-951-842

Join to Invitation

® go.getscreen.me

7.6 Widget Application
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n Getscreen.me

Receive Support

Enter the invitation code you received from the technician

John Smith wants to connect to your device to control
it. Do you allow the connection?

Accept Control Cancel

® go.getscreen.me

Q John Smith
- The operator will connect shortly

This program displays your screen for the operator specified above to
provide you with technical support

00:00:00 =

getscreen.me
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8. Team

This is an account section for managing your own team of subordinate technicians. A team is used for collaboration and workload distribution when
working with remote devices. It is intended for company or product technical support departments and for corporate network administration.

£ Getscreen Team B Invite aTechnician @ Role Management a 1 ®
Account management for your technicians

Technicians Departments Workspaces

[0 Permanent Access

@) Quick Support

&% Team

E Journal
€§3 Settings
® Account -
5 (o) N |
O 12 B
¥ Paid Version /' Create separate accounts for your Allocate personal rights to device Choose administrators and delegate
technicians groups to different technicians rights to different sections

Maximum technicians: 51

Invite a Technician

Technicians and Access Rights System

Log Out

8.1 Team Owner

Team Owner — the account of the team owner. All team settings and devices are associated with this account, including devices added through
subordinate technician accounts. The entire team uses the owner's licensing limits and options.

8.2 Technician Invitation

Technician Invitation — an invitation for a technician to join a team. The invitation is created by the team owner or another technician with team

administration permissions and sent by email.
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Invite a Technician
Enter the email address for the new technician

Email:

Enter the email address

Cancel

Technicians and Access Rights System

Connecting with SAML SSO

Integration with Active Directory

8.3 Technician Account

Technician Account — a separate account for a subordinate technician that is associated with a team and has its own login credentials. It is created
when a technician accepts an invitation or can be created manually in the Self-Hosted version of the server. Technician accounts are managed by the
team owner or a team administrator.
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Permanent Access
Specify which groups and individual devices the technician has access to

® james.miller@gmail.com Groups (3) Devices (2)

Accounting Group name Role

@ Select department v .
BB Lamnaka Full access for group (System)

Access to Devices & Al groups Full access for group (System)

Access to Sections BB Limassol Full access for group (System)
Profile

@ Add access to the group

Device Grouping

Technicians and Access Rights System

8.4 WorkSpace

WorkSpace — a special restricted account designed for organizing remote workplaces. Unlike a technician account, a WorkSpace account can only
be granted access to specific devices, with a maximum of 5 devices. Access to device groups cannot be granted.

8.5 Department

Department — a unit used to group technician accounts. A department can be created either for technicians or for WorkSpace accounts with the
same restrictions. Department accounts can be synchronized with an Identity Provider using the LDAP protocol.

8.6 Team Settings

Team Settings — remote access settings that apply within a team to all system elements, including technicians, devices, and connections. Team
settings can be managed by the team owner or by a technician with team administration permissions. Learn More
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m Getscreen

Permanent Access
Quick Support
Team

Journal

Settings

Account

¥ Paid Version

[= Log Out

8.7 Identity Provider (IdP)

Settings

Settings for system items within your team

Team

Branding Integrations Gateways API Keys Self-Hosted

Devices

Settings apply to all devices in your account

Do not apply group access settings to new devices E?, Group Management Device Grouping

Capture desktop screenshots for preview images
Allow receiving a list of software from devices

Automatically remove devices if they are offline: from1 days

Connections

Settings apply to all connection sessions of your account

:0] Video Capture Settings Screen Image Quality

Automatically launch video recording when connections are started E'# Video Records Settings

Video Recording of Remote Connection

Team Settings

8.7 Identity Provider (IdP)

Identity Provider (IdP) — a system that manages users' digital identities, stores or verifies their credentials, and confirms their identity during

authentication. It allows other applications and services to trust the authentication result and grant users access without storing their credentials

separately.

8.8 LDAP

LDAP (Lightweight Directory Access Protocol) — a protocol for accessing centralized directories of users, groups, devices, and other objects. It

allows applications to find and retrieve directory data and use it for authentication, authorization, and access management.
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[0 Permanent Access

) Quick Support
5 Journal

€§3 Settings

® Account

¥ Paid Version

8.9 SAML SSO
Settings ®
Available integrations with other platforms
Team Branding Integrations Gateways API Keys Self-Hosted
LDAP
Identity Provider (LDAP)

Allows you to import technicians from your local Identity Provider (LDAP) while maintaining your team's structure. For
login, they will use the logins and passwords used to log into Identity Provider.

v/ Import Technicians

\\ Configure Integration with Active Directory

8.9 SAML SSO

SAML SSO (Security Assertion Markup Language Single Sign-0On) — a single sign-on technology in which users authenticate with a trusted Identity
Provider and then access connected applications without entering their credentials again. The SAML standard is used to exchange authentication

and user information between systems.
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[0 Permanent Access

@) Quick Support
Team

5 Journal

€§3 Settings

® Account

¥ Paid Version

getscreen.me

8.9 SAML SSO
Settings ®
Available integrations with other platforms
Team Branding Integrations Gateways API Keys Self-Hosted
SSO

Single Sign-On (SSO)

Single sign-on technology allows you to connect your authentication server for authorization. Technicians need to be
created manually, but when logging into their personal account, they will be redirected to your system to enter their
login and password.

v Import Technicians

‘\ Configure Connecting with SAML SSO
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9. Access Right System

A system that allows you to assign access rights to individual devices or device groups for specific technicians, departments, or workplaces. It
defines not only the subject and object of an access right, but also the list of actions that the subject is allowed to perform on the object.

9.1 Public Link

Public Link — a permanent public link used to connect to a device from the Permanent Access section. The link can be customized if necessary.
Having the link itself does not grant access. Access rights are checked when the link is opened using several access control mechanisms.

9.2 Access Right

Access Right — a record in the Access Right System that defines the subject and object of the access right. The subject can be a technician,
department, or workplace, while the object can be an individual device, a device group, or a specific system function.

9.3 Permission

Permission — an allowed action that applies to a remote device, a device group, or a specific system function.
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The table below lists all available permissions for each purpose.
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Name Description

Actions Available connection modes for the device

Screen View Allows connecting to the device screen in view-only mode
Screen Control Allows controlling the device screen using the mouse and keyboard
File Manager Allows access to the device file system

Terminal Mode Allows terminal-mode access to the device

Wake Up Allows waking the device using Wake-on-LAN

Reboot Allows rebooting the remote device

Lock/Unlock Allows locking or unlocking the remote OS account
Session options Features available during a remote session

No Confirmation Allows connecting without requesting confirmation from the remote user
Calls Allows making calls

Black Screen and Input Lock Allows enabling Black Screen and blocking input devices
Chat Allows sending text messages

Sync Clipboard Allows synchronizing the clipboard

Other options Other system functions applicable to devices

Screen Preview Allows viewing a live screen preview in the device list
Connection History Allows access to connection history

Software Inventory Allows access to information about installed software
Modify Notifications Allows managing notifications

Video Recording Delete Allows deleting video recordings

Device Modify Allows editing device properties

Device Delete Allows deleting devices
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Name

Access to Invitations
Own Invitations
All Invitations
Actions

Screen View
Screen Control
File Manager
Terminal Mode

Session options

Description

Defines which invitations are accessible

Allows access only to the technician’s own invitations
Allows access to all team invitations

Available connection modes

Allows connecting in screen view mode

Allows controlling the screen using the mouse and keyboard
Allows access to the file system

Allows connecting in Terminal Mode

Features available during a connection

Calls Allows making calls
Chat Allows sending text messages
Reboot Allows rebooting the device

Installation Request
Sync Clipboard

Other options

Screen Preview

Video Recording Delete
Name

Administrator
functions

Audit Log

Technicians and Team

Settings

Branding Settings
Billing Settings
API Settings
Other

Permanent Access

Allows sending a request to install the agent application
Allows synchronizing the clipboard
Other functions
Allows viewing a live screen preview in the list
Allows deleting session recordings
Description

Administration features

Allows access to team-wide audit logs

Allows managing technicians and team settings

Allows access to branding settings
Allows managing billing settings
Allows managing API keys

Other features

Grants access to the Permanent Access section. Normally, this section is available when the user has access rights
to at least one device or device group. In some cases, however, the section may not be visible. This permission
explicitly grants access to the section, for example, to add a new device.

9.4 Role

9.4 Role

Role — a set of permissions used within an access right.
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Role Management
Divide connection and device management functions into roles and use them for work delegation

@ Create Role
Role Name: Purpose:

@ Devices and Groups: Web Developer Devices and Groups

@ Full access for group (System)
@ 9 . Actions: Session options: Other options:
nly connection for group (...
No Confirmation Screen Preview
@ Full access (System) . .
Screen Control Calls Connection History

& Only connection (System) File Manager Black Screen and Input Lock Software Inventory

&) Web Developer Terminal Mode Chat Device Modify

@ Invitations: Wake Up Sync Clipboard Device Delete

@ All invitations (System) Reboot Video Records Delete

@ Own invitations (System) Lock/Unlock Modify Notifications
@ Administration: Description:

@ Team Administrator (System)

@ Branding Administrator (Sys...

@ Billing Administrator (System) B

@ Auditor (System)

@ Devices administrator (Syste...

Technicians and Access Rights System

9.4.1 System Role

System Role — a built-in role that contains the minimum permissions required for the Access Right System to function and to maintain compatibility
with previous versions. Permissions included in system roles cannot be modified.

9.4.2 Role Purpose

Role Purpose — a role property that defines what the role is intended for and limits the set of permissions that can be assigned to it. Three options
are available:

1. Devices and Groups — for managing devices and device groups in Permanent Access.
2. Invitations - for working with Quick Support invitations.

3. Administration — for managing technicians and system administration functions.

The purpose is selected when creating a new role. The purpose of an existing role cannot be changed.

9.4.3 Role Manager

Role Manager — the interface used to create, edit, and manage roles.

9.5 Team Access

Team Access — an access control subsystem designed for use within a team. It provides shared access to devices or device groups for specific
technicians, departments, or workplaces.
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® Demo
B8 Limassol v
#55W / 403 743

212. %186, Cyprus, Nicosi...

Actions
System Info
Access

Chat
Comment
Settings
Notifications

Wake-on-LAN

Access settings
You can share this device in several ways

Public Link
You can connect to this device using this permanent link.

https://go.getscreen.me/1367569

Team Access Public Access One-Time Access Cross-Team Access

Inherit access rights settings from the group in which the device is located

[CZ Group settings

Technician or Department Role

e Accounting Full access (System)

@ Add Access

9.6 Public Access

9.6 Public Access

Public Access — an access control subsystem that allows unregistered technicians to access an individual device through its Public Link. A role for
unregistered technicians can be assigned to individual devices or device groups.
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® Demo

B8 Limassol v
#55W / 403 743

212. .186, Cyprus, Nicosi...

Actions
System Info
Access

Chat

Comment

Settings

Notifications

Wake-on-LAN

Access settings
You can share this device in several ways

Public Link
You can connect to this device using this permanent link.

https://go.getscreen.me/1367569

Team Access Public Access One-Time Access Cross-Team Access

Password Access

You can set a password to connect to this device for unregistered users.

OTP Access

You can specify trusted email addresses. Their owners can get access using one-time codes. Registration
is not required.

@D Enable

email address 2026.10.14

Role at connection

You can manage roles of unregistered technicians who connect to devices via public access using
passwords or one-time codes.

oag‘ Unregistered Technicians Unregistered Technician

9.6.1 Password Access

9.6.1 Password Access

Password Access — access through a Public Link protected by a custom password. When an unregistered technician opens the link, they are

prompted to enter the password. If the password is correct, the connection can proceed.

9.6.2 OTP Access

OTP Access — access through a Public Link using a one-time code sent by email. When OTP Access is enabled, a list of allowed email addresses is
specified. When an unregistered technician opens the Public Link, they are prompted to enter their email address. If the address is allowed, a one-
time code is sent to that address. If the code is entered correctly, the connection can proceed.

9.7 One-Time Access

One-Time Access — public access to an individual device for unregistered technicians using a one-time Share Link generated in the agent application

on the remote device. A role for unregistered technicians can be assigned to individual devices or device groups.
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® Demo
BB Limassol v

#55W / 403 743
212. %186, Cyprus, Nicosi...
Actions
System Info
Access
Chat
Comment
Settings
Notifications

Wake-on-LAN

9.8 Cross-Team Access

Access settings
You can share this device in several ways

Public Link
You can connect to this device using this permanent link.

https://go.getscreen.me/1367569

Team Access Public Access One-Time Access Cross-Team Access

One-time link Only Connection

The link is only available for computers on the network. It changes automatically each time a new
connection is made. Use it when you want to give access only once.

https://go.getscreen.me/563-433-736-603

Role at connection

You can manage roles of unregistered technicians who connect to devices via one-time access using
temporary links.

DAO‘ Unregistered Technicians Unregistered Technician

By default, they use the system role Only Connection.

@ Role manager Technicians and Access Rights System

9.8 Cross-Team Access

Cross-Team Access [fJ — direct access to an individual device granted to a technician from another team. Access is granted using the technician’s

email address.
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Access settings
You can share this device in several ways

Public Link

You can connect to this device using this permanent link.
® Demo

B8 Limassol v
#55W / 403 743
212. %186, Cyprus, Nicosi...

https://go.getscreen.me/1367569

Team Access Public Access One-Time Access Cross-Team Access

Login access with another team (deprecated method)
Actions .
Share only with accounts you trust
System Info
Enter email of user who is already signed up
Access

Chat Role at connection

Comment You cannot manage a technician’s role for such connections. By default, they use the system role Only
Connection. By default, they use the system role Only Connection.

Settings

Notifications @ Role manager Technicians and Access Rights System

Wake-on-LAN

9.9 Unregistered Technician

Unregistered Technician — an operator who can access and control a device without having an account in the system. For public access methods,
the role assigned to an unregistered technician can be predefined and restricted.
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9.9 Unregistered Technician

getscreen.me

& Unregistered Technicians

These are technicians who connect to your devices without being authorized in the system. Such technicians appear when connecting via one-time
links from the agent application, or via a permanent link with a password to a specific device. You can define a role for each connection type.

One-Time Access
Generated in the agent application interface. Intended for remote device operators to

quickly share access to the device.

Groups (1) Devices

Group name Role

E All groups & Only connection for group (System)

@ Add Role

What is a One-Time Link

How to disable one-time links?

Group Settings

You can disable access via one-time links for all or a group of devices in the group
settings. In this case, the display of one-time links in the agent application interface
will be turned off.

Agent App Settings

3 Group Management Device Grouping

Limited Role

You can also create a limited role with all permissions disabled and assign this role
for such connections. The connection page will open, but viewing and management
will be unavailable.

Public Link

Generated in the device card in the Permanent Access section for each device
separately. Intended for granting access to technicians outside the system.

Groups (1) Devices

Group name Role

E All groups & Only connection for group (System)

@ Add Role

What is a Permanent Link

How to disable permanent links?

Device Card

For each individual device, the permanent link can be disabled in the device card in
the Access tab

Providing Access to Your Computer

Limited Role

To disable all permanent links at once, you can create a separate limited role with

empty permissions and select it for this type of connections. The connection page will

open, but viewing and management will be unavailable.

@ Role Management Role Manager
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10. Settings

This account section brings together all available settings for system elements and features used during remote access and its administration.

10.1 Team Settings

Team Settings — remote access settings that apply within a team to all system elements, including technicians, devices, and connections. Team
settings can be managed by the team owner or by a technician with team administration permissions. Learn More

#) Getscreen Settings ®
Settings for system items within your team
Team Branding Integrations Gateways API Keys Self-Hosted
[0 Permanent Access
) Quick Support t*:] Devices
Tt Settings apply to all devices in your account
5 Tenmirell Do not apply group access settings to new devices EE Group Management Device Grouping
@ Settings Capture desktop screenshots for preview images
® (e Allow receiving a list of software from devices
Automatically remove devices if they are offline: from1 days
¥ Paid Version
Connections

Settings apply to all connection sessions of your account

C.: Video Capture Settings Screen Image Quality

Automatically launch video recording when connections are started I_T'° Video Records Settings

Video Recording of Remote Connection

[> Log Out Team Settings

10.2 Video Capture Settings

Video Capture Settings — settings used to configure encoding of the video stream that transfers the remote device screen image. These settings are
intended to optimize image quality and the amount of transmitted data. Learn More
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Video Capture Settings

The settings will be applied when connecting to your devices through
permanent access and quick support.

Use recommended settings
FPS Range:

10-30

Priority for Video Codecs:
AV1,H264,VP8

Automatic frame skipping when network quality degrades

Automatic switch to black-and-white mode when network quality degrades
Updat: Cancel

Screen Image Quality

10.3 Video Records Settings

Video Records Settings — settings used to configure video recording of remote connection sessions. Video recording is a resource-intensive process
performed on the technician’s device during a connection. These settings help optimize resource usage on the technician’s device. Learn More
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Video Records Settings (%)

You can override the video recording file settings to optimize file
size and control the load on the connection window.

FPS (Frames Per Second):
10-30

Maximum video size:

Do not limit
Log mouse actions and notifications
Cancel

Video Recording of Remote Connection

10.4 Branding Settings

Branding Settings — settings used to customize the system interfaces that remote device users interact with. Branding can be applied to connection
links, elements of the agent application, and Quick Support invitation pages. Learn More
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Enable Branding o
" Specify personalized settings that allow your customers to identify you as the original service provider
o HB

Title: Postfix:

Branding Your company name Support

Examples of valid and invalid titles:

Title
ABC Company

Icon
Ol Google Microsoft Security Sound Invoice.pdf

Link
Displayed in the following spaces:

Black Screen ® Agent program header

Process Name o Invitation and connection page header

o Do not use trademarks, names, or logos of well-known brands that you or your company are not affiliated with as meanings. Avoid ambiguous meanings
that could be misleading to the remote device owner.

10.5 Gateway Settings

Gateway Settings — settings for gateway applications used to integrate with other systems or extend account functionality. Learn More

10.5.1 Authorization Token

Authorization Token — a token used to authorize a gateway application on the server.
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Installation and Launch
Instructions for launching Gateway instances

Authorization token
Use the following token for the gateway to your account
c0cJbl4fOwbGCVxCOL8LYFbh12QirgY60ePVYEuAoD4PnHILAb & -
® Custom Proxy
Gateway Distribution

Installation and Launch Download the gateway version for the operating system running the gateway

Running Instances == Download for Windows @ Download for Linux

Import Users Installation

Wake Up Devices Run the command:

Proxy Connections ./gateway -install

Server Access Configuration

Settings Put the config.json file next to the executable file:

¥ Download config. json

Launch

Run the command:

./gateway -start

What is Gateway App?

10.6 Integrations

Integrations — a list of systems and individual features available for integration with the account.

Settings ®

Available integrations with other platforms

n Getscreen

Team Branding Integrations Gateways API Keys Self-Hosted

[0 Permanent Access

) Quick S rt
O A Search by name

2at Team

= Journal Extension for Google Chrome

5§3 Settings ‘. Connect to your computers and invite customers to set up a remote support session directly in the dialog window
without going to a personal account

® Account
v/ Permanent Access

v/ Quick Support

When used in popular platforms, the extension can extract the name from the customer card and insert the link into the
correspondence:

FZZZ2@®OOmper R0 6

g

i Install About extension for Google Chrome

¥ Paid Version

HTTP API

Allows you to get a software access to many features available for your personal account: manage desktops, create
scheduled connections

[= Log Out e

getscreen.me 52 of 60



n Getscreen

10.7 HTTP API

10.7 HTTP API

HTTP API — a public server interface for automated data exchange that provides methods for managing account elements and connecting to

devices.

10.7.1 APl Key

API Key — a key used to authorize requests sent to the server through the HTTP API. Each key has a defined set of allowed methods and an

expiration date.

getscreen.me

Create an API key
Specify the name and the list of required permissions for the key

Enter title

Available methods for the key:

Permanent access:

Devices (0) ~
/agents/list
/agents/info
/agents/update
/agents/connect
/agents/reboot
/agents/wake
/agents/logout
/agents/merge

Groups (0) ~
/groups/list

Limit the key’s validity period

HTTP API Reference

Quick support:
/support/list
/support/create
/support/info
/support/close
/support/connect
/support/update

Connection history:
/history/list
/history/info

10.07.2027 16:54

Cancel

Team:

/team/member/access/add
/team/member/access/re...
/team/member/access/list
/team/role/create
/team/role/edit
/team/role/list
/team/role/remove
/team/membery/list
/team/member/invite
/team/member/remove

/team/member/update
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11. Security

This section lists features directly related to account security and the remote connection process.

11.1 Dashboard Session

Dashboard Session — an active account login session established through the web dashboard or desktop dashboard application. When the account
password is changed, all active sessions are terminated. The dashboard interface also allows you to view and manually terminate active sessions.

Managing Sessions (%)
A list of all active sessions from different devices:

Session Authorization IP Address Activity

@ Gprus Nicosia, Nicosia 214.53.4.186 Today, 16:07:13

1..10f1

11.2 Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA) — an additional account login security measure that verifies the account owner using one-time codes generated by
another trusted system or application. Learn More
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m Getscreen

Two-factor authentication

Enter the access code to log in to your dashboard:

+ Code sent to Telegram, valid until 16:16:51
No confirmation code? 50

Log out of personal account

11.3 Audit Logs

Audit Logs — a system for collecting and displaying information about events related to the account and its associated devices. Learn More

Journal
¥, Export
Access all system event logs in your account < BXp @
Connection History Audit Log
Search by mail, name, IP address and action C Period Device User Action -_T;"

Date and time ~ IP Address Technician Message
Today, 16:11:50 211.48.107.184 john.smith@gmail.com Logged in via email’

L] Today, 13:28:59 211.48.107.184 john.smith@gmail.com Connection to the agent 'WIN11'(ID:"...

[ Today, 13:28:17 211.48.107.184 john.smith@gmail.com New connection to agent 'WIN11'(ID:"...

+ Today, 13:28:10 211.48.107.184 john.smith@gmail.com Technician john.smith@gmail.com'u...

Today, 13:28:10 211.48.107.184 john.smith@gmail.com Technician ‘john.smith@gmail.com'u...

L] Yesterday, 15:22:29 211.48.107.184 john.smith@gmail.com Permanent access to agent 'Demo’ (ID:... |

[ Yesterday, 15:12:03 211.48.107.184 john.smith@gmail.com Permanent access to agent 'Demo’ (ID-...
Yesterday, 14:59:52 211.48.107.184 john.smith@gmail.com Technician john.smith@gmail.com’ ch...
Yesterday, 03:30:23 john.smith@gmail.com Generated a one-time link for the agent I...

(] 2026.10.06 10:18:24 211.48.107.184 john.smith@gmail.com Connection to the agent 'WIN11'(ID:"...

[ 2026.10.06 10:18:23 211.48.107.184 john.smith@gmail.com New connection to agent ‘'WIN11'(ID:"...
2026.10.06 08:16:03 211.48.107.184 john.smith@gmail.com Technician ‘john.smith@gmail.com’verifi...
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11.4 Black Screen Mode

Black Screen Mode — a mode that disables the screen image on the monitor of the remote device while a connection is active. Learn More

11.5 Lock Input Mode

Lock Input Mode — a mode that disables input devices, including the keyboard, mouse, and touchscreen, on the remote device while a connection is
active. Learn More
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12. License

This section describes the entities used in the account licensing system.

m Getscreen Account h ¢ method
Limits and service plan settings B Change payment metho "

Profile Security Notifications Rate Plan

[0 Permanent Access

/) Quick Support Subscription

Service plan: Premium

E Journal
Limits
€§3 Settings
EA permanent access :, Team “4 Quick support = Workplaces
® Account
Unlimited number of devices 51 technicians 51 Unlimited number of requests 10 workplaces 10
o N B [ o
1is used 1 of 51 is used 0 is used Not used

Description of paid limits and options
¥ Paid Version

Options
SESSION FEATURES QUICK SUPPORT TEAM MANAGEMENT
i. Unlimited Concurrent Connections Unlimited invitations " Access Rights System

:E,A‘ Joint Connections -*. Departments for Technicians

DEVICE MANAGEMENT

File Manager Integration with SAML/SSO

@, Wake-on-LAN

3 Terminal Mode 2) Import Technicians from Identity P...

»~= Public Link for Device
S

Mavimiimn cizn of - Na ractrictinne = Anditlan

R.te Access Pricing Plans Explained: Selecting the Best Fit

Learn more about the available pricing plans in the overview article on our blog.

12.1 Limits

Limits — licensing restrictions applied to measurable system resources. They define the allowed usage volume and directly affect the amount of
system resources consumed.

12.1.1 Team

:. Team — a limit on the number of technician accounts within your team. Each technician has separate credentials for signing in to the dashboard.

Learn More

12.1.2 Permanent Access

—# Permanent Access — a limit on the number of devices that can be added to Permanent Access and accessed by the account owner and team

members at any time. Learn More
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12.1.3 Quick Support

= Quick Support — a limit on the number of active Quick Support invitations used for one-time connections to devices of external users or

customers. Learn More

12.2 Premium Options

Premium Options — additional remote access features that improve technician workflow, simplify remote access management, and enhance the
level of service provided to third-party customers.

12.2.1 Concurrent Connections

!®! Concurrent Connections — Allows a technician to maintain open connections with multiple devices simultaneously, without any limit on the

number of connections. Learn More

12.2.2 Joint Connections

©!® Joint Connections — Allows a technician to connect to a device that is already being accessed by another technician. Learn More

12.2.3 File Manager

File Manager — Enables the exchange of batches of files, allowing multiple files and folders to be transferred at once. Learn More

12.2.4 Terminal Mode

Terminal Mode — Allows a technician to launch the command-line terminal without connecting to the device's screen. Learn More

12.2.5 Support Mobile Devices

. Support Mobile Devices — Allows a technician to connect to mobile devices running the Android operating system. Learn More

12.2.6 Black Screen Mode

! Black Screen Mode — Allows a technician to disable the screen or separately disable the keyboard and mouse on the remote device during a

connection. Learn More

12.2.7 Video Recording

[3 Video Recording — Allows saving video recordings of all connections. Learn More

12.2.8 Reboot During Connection

(v Reboot During Connection — Allows a technician to reboot a device with automatic reconnection. Learn More
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F) Getscreen 12.2.9 In-Session Calls

12.2.9 In-Session Calls

% In-Session Calls — Allows the technician and the remote device user to call each other during a connection session. Learn More

12.2.10 Support RDP Protocol

[57] Support RDP Protocol — Allows a technician to use the RDP protocol to log into systems when connecting to servers. Learn More

12.2.11 Connection History

— Connection History — Allows viewing the connection history. Learn More

12.2.12 In-session Unattended Access Request

[Z] In-session Unattended Access Request — Allows a technician to request permission from the remote device user to add the device for
permanent access during a connection session. Learn More

12.2.13 Custom Proxy for Media Data

ﬂ: Custom Proxy for Media Data — Allows custom proxy servers to be used for transferring media data between the technician’s device and the
remote device. Learn More

12.2.14 Wake-on-LAN

@, Wake-on-LAN — Allows a technician to wake up powered-off devices configured for permanent access using the Wake-on-LAN command. Learn

More

12.2.15 Public Access for Device

.+~ Public Access for Device — Allows a technician to assign a public link to a device from permanent access, enabling connections via the link.

Learn More

12.2.16 Customization of Public Access Link

 Customization of Public Access Link — Allows a technician to customize public links to devices. Learn More

12.2.17 Share with Another Account

l! Share with Another Account — Allows a technician to share a device with any system account using a login. Learn More

12.2.18 Proxy Settings for Agent App

@ Proxy Settings for Agent App — Allows a technician to predefine proxy settings for devices with permanent access. Learn More
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m Getscreen 12.2.19 Server Access Through Gateway

12.2.19 Server Access Through Gateway

“= Server Access Through Gateway — Allows the Gateway application to be used as a proxy to establish a connection with the server when the

agent application has no direct access to the server. Learn More

12.2.20 Team Access Rights System

:a: Team Access Rights System — Allows configuring access rights to devices for team technicians.Learn More

12.2.21 Departments for Technicians

.. Departments for Technicians — Allows grouping team technicians into departments. Learn More

12.2.22 Audit Log

.= Audit Log — Allows viewing the system event log of all actions performed by all team technicians. Learn More

12.2.23 Import Technicians from Identity Provider (LDAP)

Import Technicians from Identity Provider (LDAP) — Allows importing technician accounts from Identity Provider by using LDAP protocol. Learn
More

12.2.24 Branding Title, Icon and Subdomain

Branding Title, Icon and Subdomain — Allows customizing system elements displayed on the remote device. Learn More

12.2.25 Custom Domain for Links

Custom Domain for Links — Allows you to set your own domain for all connection links displayed on the remote device. Learn More

12.2.26 HTTP API Access

© HTTP API Access — Allows accessing the system'’s API through HTTP API requests. Learn More
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